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Discussion topics

Current global industry risk management initiatives

Implications for Australian banks

Summary of global industry recommendations for 
effective risk management and governance
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Key lessons learned from risk management failures and 
successes have driven the global industry response

• Rich dialogue among senior management, 
business lines, and control functions

• Quick escalation process
• Risk appetite and risk control well balanced
• Senior managers with prior experience 

in capital markets

• "Organizational silos"
• (Aggressive) expansion of risk without clear 

guidance
• Little capital market experience in senior 

management

• Close alignment between treasury function 
and risk management

• Internal pricing mechanisms to incentivize 
building of liquidity exposure

• Multiple risk tools drawing on different under-
lying assumptions, which can be altered 
rapidly

• Wide range of measures
• Effective balance of quantitative 

and qualitative information

• Rigorous internal processes to challenge 
valuations

• Internal experience to conduct independent 
assessment

• Consistent application of valuations 
across firm

Manage-
ment
oversight

Liquidity 
manage-
ment

Risk 
measure-
ment and 
stress 
testing

Valuation

• Treasury function lacked information across 
all businesses

• Contingency plans based on incomplete 
information

• Limited number of specific risk measures, 
incorporating outdated or inflexible assumptions

• Limited integrated view across businesses

• Lack of relevant internal valuation models 
for complex products

• Heavy reliance on external valuations

Characteristics of firms that did not do well Characteristics of firms that did well

1 This assessment is based on an analysis of 11 of the largest banks and securities firms

SOURCE: Senior Supervisors Group; Observations on Risk management Practices during the Recent Market Turbulence (March 6, 2008)

SELECTION
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The IIF Committee on Market Best Practices 
recommended 6 areas for industry action in its July 2008 
final report; recommendations now being implemented

Next steps 

are industry 
follow-up 

and 
implemen-
tation

SOURCE: IIF Committee on Market Best Practices    www.iif.com

• Risk Management
• Compensation Policies
• Liquidity Risk, Conduits 

and Securitization 
• Valuation 
• Credit Underwriting, 

Ratings and Investor 
Due Diligence in 
Securitization Markets

• Transparency and 
Disclosure 

Areas for industry 
action

• A global industry response to the 
financial crisis was formulated through 
the Committee on Market Best Practices 
(CMBP) of the Washington-based 
Institute of International Finance (IIF)

• The Committee (with representatives 
from over 65 IIF member institutions, 
including rating agencies and investors) 
engaged 6 Working Groups to address 
key areas of focus

• Its July 2008 report contains Principles 
of Conduct and  >150 specific 
recommendations in 6 main areas for 
industry action
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Risk Management – Key IIF Recommendations (2008)

Risk culture and 
accountability

• Firms should develop a robust risk culture - incorporated in the way the firm 
operates - covering all areas and activities
• Accountability for risk management should be a priority for the whole institution

Role of the 
Board

• Senior management, particularly the CEO, is responsible for risk management 
• Board has an essential oversight role

Comprehensive 
perspective

• Ensure that the CRO can influence key decision makers within the firm
• CRO mandate to ascertain that the firms’s overall risk level is consistent with its 
risk appetite & to provide a thoughtful, integrated view of overall risks 
• Support senior management by identifying emerging risks & concentrations

Role of the 
Chief Risk 
Officer (CRO)

• Define and articulate risk appetite and ensure its adoption throughout the firm 
• Ensure consistency between risk appetite and strategy 
• Take an integrated approach to capturing all sources of risk (incl. off-B/S exposures) 
• Take into account technical limitations of risk models, such as Value at Risk (VaR)

Key Q: how relevant are these recommendations for Australian banks?

8 Principles of Conduct & 58 Specific Best-Practice Recommendations
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Risk Governance – 3 IIF Principles of Conduct & 25 
Specific Best-Practice Recommendations in 4 areas

“A robust and pervasive risk culture throughout the firm is essential.
This risk culture should be embedded in the way the firm operates and cover all 
areas and activities, with particular care not to limit risk management to specific 
business areas or to restrict its mandate only to internal control.”

Risk Culture

“Senior management, in particular the CEO, is responsible for risk
management, under the direct oversight of the Board. Both should ensure that the 
firm has the proper focus on risk, which includes a clear definition of the firm’s risk 
appetite and the constant monitoring of the risk profile in relation to such appetite.”

CEO and Board 
Responsibility

“To ensure a strategic focus on risk management at a high level, each
firm should assign senior management responsibility for risk management across 
the entire organization. The CRO (or equivalent) should have independence and 
sufficient seniority to affect decision making in the firm and have access to the 
Board when needed.”

Chief Risk 
Officer

Organisational Focus on Risk: 8 recommendations, incl. details of Board oversight role for risk
Risk Appetite: 6 recommendations, including details of Board responsibilities for risk appetite
Role of Chief Risk Officer & Risk Organisation: 8 recommendations
Resources for Risk Management: 3 recommendations
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IIF recommended detailed Risk Governance 
responsibilities of the Board (1/2)

Rec. I.2    Boards have an essential oversight role in risk management. In attending to this duty, 
each Board should:

• Include members who have an adequate understanding of risk management. Each Board 
should be given the means to understand the risk profile of the firm and the firm’s performance 
against it;

• Consider, depending on the characteristics of the firm, whether there should be separate audit 
and risk committees and whether at least some members of the risk committee should be 
individuals with technical financial sophistication in risk disciplines;

• Set basic goals for the firm’s risk appetite and strategy, such as ratings or earnings-volatility 
targets, as guideposts for senior management in implementing risk management policies 
throughout the firm; and

• Review with senior management how the firm’s strategy is evolving over time and when and to 
what extent the firm is deviating from that strategy (e.g., when a strategy resulted in heavy 
dependence on conduits or on structured products).

Rec. I.9 The Board should review and periodically affirm the firm’s risk appetite as proposed by 

senior management. In so doing, the Board should assure itself that management has 

comprehensively considered the firm’s risks and has applied appropriate processes and resources 

to manage those risks.

PARTIAL LIST
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IIF recommended detailed Risk Governance 
responsibilities of the Board (2/2)

Principle I.viii Stress testing needs to have a meaningful impact on business decisions. 

Senior management and Boards have an important role evaluating stress-testing results 

and their impact on the risk profile of the firm.

Rec. I.23 Firms should ensure that the risk management function has a sufficient 

amount and quality of resources to fulfil its roles. Senior management should be directly 

responsible for this, under the oversight of the Board.

Rec. I.11 A firm’s risk appetite will contain both qualitative and quantitative elements. 

Its quantitative elements should be precisely identified. Clearly defined qualitative elements 

should help the Board and senior management assess the firm’s current risk level relative 

to risk appetite as adopted. Further, by expressing various elements of the risk appetite 

quantitatively, the Board can assess whether the firm has performed in line with its stated 

risk appetite.

PARTIAL LIST
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IIF recommendations on the Role of the Chief Risk 
Officer and Risk Organisations (1/2)

Rec. I.17 … Firms should strongly consider having the CRO report directly to the CEO and 

assign the CRO a seat on the management committee. The CRO should be engaged directly 

on a regular basis with a risk committee of the Board. Regular reporting to the full Board to 

review risk issues and exposures is advisable, as well as more frequently to the risk 

committee. 

Rec. I.20 Firms should consider assigning the following key responsibilities to the CRO:

• Guiding senior management in their risk management responsibilities;
• Bringing a particularly risk-focused viewpoint to strategic planning and other activities of 

senior management;
• Overseeing the risk management organization;
• Assessing and communicating the institution’s current risk level and outlook;
• Strengthening systems, policies, processes, and measurement tools as needed to provide 

robust underpinnings for risk management;
• Ensuring that the firm’s risk levels and business processes are consistent with the firm’s risk 

appetite, internal risk policies, and  regulatory requirements for risk management; and
• Identifying developing risks, concentrations, and other situations that need to be studied 

through stress testing or other techniques.

PARTIAL LIST
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IIF recommendations on the Role of the Chief Risk 
Officer and Risk Organisations (2/2)

Rec. I.22   The CRO and risk management function should be a key part of analyzing the 

development and introduction of new products, including the extension of products into 

new markets. New products with risk exposure, including those for which the bank accepts 

contingent liquidity or credit exposure, should be explicitly approved by the risk 

organization. 

Rec. I.21   The CRO should report to senior management and, as appropriate, to the 

Board or its risk committee, on material concentrations as they develop, discuss material 

market imbalances, and assess their potential impact on the firm’s risk appetite and 

strategy. The CRO should ensure a thoughtful, integrated view of the overall risks faced by 

the firm (including related off-balance-sheet vehicles). At a more technical level, the risk 

management function should oversee internal risk-rating systems, segmentation systems, 

and models, and ensure that they are adequately controlled and validated. Assumptions 

behind models, grading systems, and other components of quantification should be 

recognized, and appropriate updates should be made when assumptions no longer hold.

PARTIAL LIST
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Summary of industry recommendations for effective 
Risk Management and Governance 

• Dedicated Board Risk Management Committee, with strong 
industry experience & risk management skills

• Independent CRO responsible for all risks, reporting to 
CEO and Board, with stature to influence decisions

• Adequately resourced risk management organisation

Structure

• Ensure effective dialogue about risks at all levels
• Clearly define risk appetite for all businesses &   

ensure coherence with business plans & strategy
• Deeply understand integrated risk profile & how this     

is changing, including risk concentrations

Board 
Responsibility

• Ensure risk culture is robust and effective – diagnose 
& address weaknesses as necessary
– Ensure all employees understand their 

responsibilities for risk management 
– Ensure (formal and informal) information flows are 

effective and “bad news travels”
– Ensure compensation schemes do not induce risk-

taking in excess of firm’s risk appetite

Culture
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Discussion topics

Current global industry risk management initiatives

Implications for Australian banks

Summary of global industry recommendations for 
effective risk management and governance
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The industry is now in the midst of producing more  
detailed guidance and defining best practices for financial 
firms across four areas of risk management (1/2)

Risk appetite

• Distinguish Risk appetite vs. Risk capacity
• Qualitative elements needed to define risk appetite, not just quantitative 

measures
• Risk appetite must consider full economic cycle & ensure ability to 

survive extreme stresses
• “Zero tolerance” approach for certain risks is not best practice – risks 

can’t be entirely eliminated (e.g., regulatory, legal, compliance, 
reputational risks)

• Consider interests of all stakeholders incl. shareholders, debt holders, 
depositors, customers

Risk culture

• Must create environment of “challenging and questioning” by 
employees

• Importance of both formal and informal channels for information, and 
accountability

• Characteristics of strong risk culture identified
• Risk culture is not a given; it can be changed/shaped & strengthened 

with management efforts



14

The industry is now in the midst of producing more  
detailed guidance and defining best practices for financial 
firms across four areas of risk management (2/2)

Appropriate use of 
VaR and internal 
risk models

• Detailed guidance re: uses & limitations of statistical models, incl. appropriate 
use by management, implementation challenges, limitations of historical data, 
inability to capture “event” risk, etc.

• Support for “VaR plus” approaches to capital measurement distinguishes 
between uses of VaR and approaches to capital measurement

• Guidance re: appropriate use of VaR in comprehensive market risk 
measurement framework  (incl. robust stress tests, liquidity analysis, 
integration of market & credit risk)

Implications of 
procyclicality

• Banks must manage procyclicality internally, by planning and managing 
“through the cycle”

• Reduce reliance on asset sales (to avoid adding to stress of cyclical downturns)
• Incorporate both “Point in Time” and “Through-the-Cycle” approaches to risk 

parameter estimation in credit rating frameworks
• Various official sector proposals to mitigate procyclicality under discussion, 

addressing leverage, provisioning & capital (incl. “anti-cyclical capital buffers”) 
but care must be taken to mitigate adverse unintended consequences for 
internal risk management of one-size-fits-all approaches
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• “Low risk”

• Target credit rating…

• Target for earnings volatility

– These objectives were typically informed by a high-level perspective of the firm’s intended risk profile vs
peers (lower/similar/slightly higher – hopefully offset by greater returns from higher-risk businesses?)…

– In practice, it was implicitly expected and understood that individual BUs would selectively “dial up” their 
actual risk taking within individual reporting periods if needed to meet revenue targets, within certain 
(implicit?) boundaries

• However, during the bubble which preceded the financial crisis, in pursuit of incremental revenue individual 
businesses within many firms took substantial risks that they did not understand, and which they were not 
explicitly authorised to take…

• The resulting catastrophic losses underscored that the aggregate, integrated risk profile of the firm & the way 
this is changing is fundamentally opaque, to insiders as well as to outsiders, and very challenging for firms, 
shareholders and supervisors to properly understand

– Post-crisis, it has now become essential to clarify in advance exactly which risks are acceptable, 
and how much of each can be taken, in each business and in aggregate across the firm

• This is a very challenging and complex task, requiring active business involvement and directly linking to target 
setting and performance planning…

Clarifying and embedding Risk Appetite is a complex 
and important CEO and Board responsibility, which has 
evolved considerably in recent times
Prior to the Financial Crisis, “risk appetite” was typically a very vague notion, often characterised by 
very general statements, e.g.:
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The IIF developed 6 specific recommendations re: 
clarifying and embedding Risk Appetite in July 2008 and 
is now developing additional detailed industry guidance

Partial list

Recommendation I.10    When defining its risk appetite, the firm should be able to demonstrate consideration of all relevant risks, including non-

contractual, contingent, and off-balance-sheet risks; reputational risks; counterparty risks; and other risks arising from the firm’s relationship to off-

balance-sheet vehicles (see conduits and liquidity section)

Recommendation I.11 A firm’s risk appetite will contain both qualitative and quantitative elements. Its quantitative elements should be precisely 

identified. Clearly defined qualitative elements should help the Board and senior management assess the firm’s current risk level relative to risk appetite 

as adopted. Further, by expressing various elements of the risk appetite quantitatively, the Board can assess whether the firm has performed in line with 

its stated risk appetite

Recommendation I.12    Risk appetite should be the basis on which risk limits are established.  Limits need to cascade down from the firm-wide level to 

business lines and divisions, to regions, and to trading desks. Risk-appetite usage should be measured on a global, consolidated basis and constantly 

monitored against the limits

Recommendation I.13    The firm’s risk appetite should be connected to its overall business strategy (including assessment of business opportunities), 

liquidity and funding plan, and capital plan. It should dynamically consider the firm’s current capital position, earnings plan, liquidity risks, and ability to 

handle the range of results that may occur in an uncertain economic environment.  It is fundamental, therefore, that the risk appetite be grounded in the 

firm’s financials and liquidity profile.  The appropriateness of the risk appetite should be monitored and evaluated by the firm on an ongoing basis

Recommendation I.14    Firms should involve the risk management function from the beginning of the business planning process to test how growth or 

revenue targets fit with the firm’s risk appetite and to assess potential downsides.  There should be clear communication throughout the firm of the firm’s 

risk appetite and risk position

Recommendation I.9   The Board should review and periodically affirm, based upon updates to risk metrics and similar guidance and information, the

firm’s risk appetite as proposed by senior management.  In so doing, the Board should assure itself that management has comprehensively considered 

the firm’s risks and has applied appropriate processes and resources to manage those risks
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Example: some key questions for the CEO and Board to 
consider when defining risk appetite
• What is our overall growth aspiration and strategy? Examples:

� preference for organic vs inorganic growth, JVs etc.

� target credit rating

• Which risks are core to our overall strategy?

• Which risks do we understand and manage well? Which risks can we avoid or transfer?

• Which risks do we have a competitive advantage in assuming?

• Which risks do we believe we are paid excess returns for assuming?

• Which risks will we seek to minimize and control, which cannot be avoided completely? (E.g: regulatory, legal, operational, 
compliance, reputational risks etc.)

• Which risks do we not understand well enough – where do we urgently need to build capability and understanding – either 
because these risks are core to our business or growth strategy, or because we cannot avoid them and we may be 
unacceptably exposed?

• For each risk, how much of this risk can we successfully take and manage? (Risk capacity)

• For each risk, how much of this risk do we choose to take and manage? (Risk appetite)

• What is our tolerance for loss over various time periods, with varying probabilities:

� in aggregate (eg: “we can accept a 1 in 10 chance of losing $X in a year, and a 1 in 20 chance of losing $Y”)?

� in each portfolio or business line?

� for a single transaction?

• Does this tolerance vary depending upon the location of the loss (eg Australia vs offshore)?

• Are these risk tolerances consistent with our performance (profit, RoE) and growth targets, and our capital, funding and 
liquidity position?

• What kind of limit frameworks are needed to make these various risk tolerances clear to employees internally?

• Are the current limits consistent with these tolerances for loss?

Partial list

PARTIAL LIST
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• Many believe culture has been the most important determinant of risk management 
effectiveness through the crisis – consistent with industry consensus

• Important to understand the sheer impossibility of knowing everything that you need to 
know about emerging risks & rapid changes to the risk profile of the firm through formal 
channels (committees, risk reports etc …)

• Therefore, effective “informal” channels for information are essential

• In particular, to balance risk & return at every level, firms should: 
– Deliberately create an environment that encourages dialogue about risk
– Make it safe for employees to question/challenge/escalate things that they don’t 

understand, and then reward this behavior …

▬► This is absolutely essential in order to ensure that ‘bad news travels’ upwards quickly, 
but extremely difficult to do

• Risk culture is the responsibility of the Board & CEO – CEO must lead by example, 
continually emphasising the importance of properly understanding risks and seeking to 
objectively balance risk & return …

Establishing a robust “risk culture” is of paramount 
importance in ensuring effective risk management –
ability to understand and act to reduce risk when necessary
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Central elements of an effective 
risk culture include

What exactly is “risk culture”? There is currently no 
consensus definition

• Horizontal information sharing

• Vertical escalation of threats or 
fears

• Continuous and constructive
challenging of the organization’s
actions and preconceptions

• Committed leadership

• Incentives that reward thinking 
about the whole organization

Risk culture can be defined as …

IIF definition (July 2009, proposed)

“[T]he norms and traditions of 

behaviour of individuals and of 

groups within an organization 

that determine the way in which 

they identify, understand, 

discuss and act upon the risks 

the organization confronts and 

the risks it takes.”
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SOURCE:McKinsey analysis 

Causes/symptoms of risk
culture failure Definitions

Risk culture
category spectrums

• Belief that an organisation/ individual has a competitive 
advantage (thanks to self-perceived superiority); or  
groups/individuals are immune/insulated from risk

• Internal and/or external agents can conceive and operationally a
fraud; or agent risk appetite is misaligned with the organisation’s

• Individual units take risks which are not in line with 
organisational risk appetite

• A culture where individuals do not challenge each others’
attitudes, ideas and actions; possibly as a result of overly 
positive visionary leader

• A culture where management and employees feel inhibited about 
passing on bad news

• Organisation perceives external changes but reacts too late; is 
in denial about innovation or fear of change

• Warning signs of both internal or external risks are not shared

• A reluctance to react to situations; to not care about the outcome 
either due to bad faith or incompetence

• A firm where the leadership has not communicated a clear risk 
appetite for the firm to the levels below or has presented a single 
dimensional approach

10

Overconfidence 

“Beat the system”
(for personal 
advancement)

Bus. Unit Gaming 
(for unit’s advancement)

No challenge 

Fear of bad news (for own 
mistakes/external news)

Slow to respond to
change 

Failure to share signals

Indifference/sloppiness

Unclear risk tolerance

Lack of true risk insight
• The organization fails to understand the true nature of the risks it 

is running or thinks that it is the preserve of risk specialists

9

8

7

6

5

4

3

2

1
Regard  for risk

Disregard
for risk

Strong risk visibility

Sweeping under
carpet

Active responsiveness

Passivity/Failure to 
respond

Ignorance

Awareness

The things that go wrong, do so predictably…
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Financial services firms have often had over-confident 
and non-challenging cultures Secondary failure mode 

Key cause of failure 

Causes of failure Insti-
tutional Group

Indi-
vidual

• Overconfidence

• No challenge

• Fear of bad news

• Failure to share signals

• Beat the system

• BU gaming

• Indifference/Sloppiness

• Slow to respond to 
change

• Unclear risk tolerance

• Lack of true risk insight

Jerome Kerviel case Sub-prime writedowns Collapse Forex scandal
Derivatives 

lawsuits, 1998

Insti-
tutional Group

Indi-
vidual

Insti-
tutional Group

Indi-
vidual

Insti-
tutional Group

Indi-
vidual

Insti-
tutional Group

Indi-
vidual

PRELIMINARY
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Detectable deficiencies in key risk culture dimensions 
contributed to Societe Generale trading scandal

Key cause of failure 

Secondary failure mode 

Risk failure dimensions

• Overconfidence

• No challenge

• Fear of bad news

• Failure to share signals

• Beat the system

• BU gaming

• Indifference/Sloppiness

• Slow response to change

• Unclear risk balance

• Lack of risk insight

Institutional Group Individual

Organizational layer

Lead indicators

• Weak back and 
middle office 
controls; siloed risk 
management 
functions

• Short-term cash 
bonus structure; 
entrepreneurial 
trading environment

Disregard 
for risk

Sweeping 
under the 
carpet

Passivity

Ignorance

• The lack of a challenging culture, coupled with siloed risk functions and a failure to share warning signals,
resulted in a proprietary trading losses of € 4.9bn

Case summary
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Once threats are identified, these can be mapped to root 
causes and potential interventions to strengthen the culture

Actions to address need to fit in - example

Fostering under-
standing and conviction

1 Role-modeling2

Developing talent 
and skills

3 Reinforcing with formal 
mechanisms

4

This four part model is used to address each of the 
underlying causes for risk culture failure

Sweeping under 
the carpet

Passivity/Failure 
to respond

Disregard for risk

Disregard for risk

Need to fit in

Lack of 
motivation

Lack of 
knowledge

Need to feel 
good

Potential threats & underlying causes

• Coach employees on 
the importance of 
highlighting risk issues

• Ensure key risk 
management roles are 
filled by individuals who 
will stand firm on risk  

issues

• CEO / top level Q&A
• Ensure management 

works well all levels 
and responds 
positively to risk 
issues

• Create simple & 
formal processes for 
reporting risk issues

• Inclusion of 
challenging behavior 
in performance review

EXAMPLE

• Establish obligation to 
dissent 

• Perform mirror analysis
– Showcase lack of 

escalation of risk 
issues and need for 
change

Risk 
culture
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Current global industry risk management initiatives

Implications for Australian banks

Summary of global industry recommendations for 
effective risk management and governance
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Oversight body of the Basel Committee, 7 September 2009:

• More and higher quality capital

• Introduction of a leverage ratio (cap on maximum leverage)

• Precise methodology TBD – QIS to be undertaken

• Initially Pillar II - view to migrate to Pillar I over time?

• Potentially significant impacts for Aussie banks

• Introduction of counter-cyclical capital buffers above minimum requirements

• Basel Committee to review indicators for build up and release of buffers

• Substantially increased liquidity requirements, including stressed liquidity coverage ratio 
requirements

• Recs. to reduce systemic risk associated with the resolution of cross-border banks

• Basel Committee to assess the need for an additional capital surcharge to reduce the risk 
of systemically important banks

• Specific proposals end 2009, impact assessment early 2010, final calibration by end 2010

Summary of additional forthcoming regulatory changes
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Risk management and governance: continue strengthening at all levels 
(already strong)

• More tightly and comprehensively define and embed risk appetite (underway)

• Review performance & robustness of risk models + strengthen stress testing capabilities

• Strengthen risk IT systems and databases

• Strengthen risk culture

Strategy: assess strategic implications of forthcoming prudential regulations

• Assess RoE and pricing implications of new (and already announced) capital charges, potential 

leverage ratios, and liquidity requirements for selected business and products

• Understand economic and competitive implications for business models and portfolio mix

• Optimise capital via portfolio strategy and process adjustments, incl. “hunt” for RWA savings 

(improved RWA calculation methods and data quality, collateralization, EAD reductions etc.) 

• Actively engage with APRA re: design and implementation of new regulations

Conclusion: implications for Australian banks
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