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Who are the hackers?
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Cyber crime is huge Gross Domestic Product – Nominal 

- Billions USD 
Source – World Bank 2015 

$570 Billion

$380 Billion



© Sententia and/or its affiliates. All rights reserved. 

Huge issue globally

“Top Line Threat to 

National Security” - AG

Australian Cyber 

Security Strategy

Minister Assisting the PM 

for Cyber Security

- Dan Tehan

Executive Order 13636 Data Protection Directive 

1995

Cyber Security 

Framework 2014

Mandatory Breach 

Notification in most 

states

General Data Protection 

Regulation 2016
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How easily can you personally be hacked? 
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Poor cyber security is everywhere
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The wild west of the IT world

http://www.insecam.com

Net cost of $162 million 

just in cyber breach 

related expenses. 
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And the Achilles heel – smartphones
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Why bother?
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The Codan Example

10 

months 

later...
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The Codan Example

Counterfeits are 

discovered

ABC “Four Corners” 

claims Chinese hackers 

have stolen Codan 

Blueprints

Net Profit collapse 

(down 80% in 12 

months)
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Hacking can take many forms …
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Hackers are expert manipulators …
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Anatomy of a hack

External 
Intrusion

Lack of 
Education and 

Processes

Poor Systems
Maintenance 

and Monitoring
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Cyber security from a risk perspective

1 5 10

Low Cost

High Risk
High Cost

Low Risk

“She’ll be 

right, mate”
“Cyber Security is a 

necessary cost”

“We want to be 

ahead of the curve”
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Cyber security professionals…

Make it as difficult as possible for a 

hacker to breach your organisation

Minimise your business risk and maximise 

your business resiliency

Recommend that risk managers pay close 

attention to cyber security and prepare
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Thank You

Tony Vizza
Director of Sales and Marketing

Sententia

Phone: 0413 598 768

Email: tony.vizza@sententia.com.au
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Quantifying the Threat

 “Cyber crime is a bigger threat than drugs” (UK Ex-Fraud Police Chief)

 “There are two kinds of big companies in the US. There are those who've been hacked and 

those who don't know they've been hacked.” (2014 FBI director James Comey)

 “We  are in the midst of a crime wave unlike any since the 1920s and the age of gangsters” (Tom 

Kellermann, Professor of cyber-security, American University) 

 There were 43 million global security incidents detected in 2014…..that's more than 100,000 

attacks a day (PWC Security Survey 2015)



Drivers of Future Growth

 ‘The Internet of Things’

 Increasing Attacks

 Business Interruption / Supply Chain 

 Industry and government sponsored information sharing of claims data and threat analysis, to 

aid Cyber Resilience

 Evolving Legislation: - EU regulations effective 2017
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Challenges

Matching Emerging Risks with Insurance Solutions

 Global interconnectedness

o Cars, ships, aircraft, space, trains,

o Logistics and supply chain – Food, water, sanitation

o Smart devices

 Evolution of risk out pacing evolution of product

o How viable will 12 month policies be in the future?

 Traditional lines of business unintentionally covering cyber risk

o D&O exposures for failing to address risk  

 Unanticipated aggregation of risk across multiple lines
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Lloyd’s Oversight

 Underwriting Performance monitoring: -

o Establishment of common core data requirements

• Consistent terminology and precise definitions

o Establishment of specific Cyber Risk codes :-

• Effective 2013: CY - Cyber security data and privacy breach

• Effective 2015: CZ - Cyber security including property damage 

 Underwriting Analysis and development of various ‘Realistic Disaster Scenarios’, with market 

returns required to monitor aggregation    



• We chose to investigate the economic and insurance costs of cyber attack against 
part of the US power grid:

– Demand is emerging for insurance cover against the impacts of cyber attack against industrial control 
systems and operational technology in the critical infrastructure sector 

– Representative of the aggregate exposure management challenges that will emerge in the digitally 
connected economy 

• The scenario was designed to be ‘plausible but extreme’ – that is, within solvency 
requirements and based upon threats and vulnerabilities known to exist

– It is not a ‘worst case scenario’ – the attackers’ capability and intent is limited to targeting a relatively 
small part of the US power grid

The insurance implications of a cyber attack on the US power grid

www.lloyds.com/businessblackout



Research Dormancy Activation Blackout Aftermath

Year 1 Year 2 Year 3+

Scenario





Direct cost of electricity 
interruption:

► S1: $61 billion

► S2: $130 billion

► X1: $223 billion

Total economic cost:

► S1: $243 billion

► S2: $544 billion

► X1: $1,024 billion



Insurance claimants

Estimated insurance industry loss:

► S1: $21 billion

► S2: $40 billion

► X1: $71 billion
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Lloyd’s – Thought Leadership

http://www.lloyds.com/news-and-insight/risk-insight/library

http://www.lloyds.com/news-and-insight/risk-insight/library
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The Future

Pricing and Underwriting

Current Insurance Market



Where does insurance fit in?
Insurance is one piece of cyber risk management

Map risks
Protection 
procedures

Insurance
Response 

Plan

4





Current Insurance Market



Market Size
Global Cyber Premium is $2.5 billion
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Annual growth 

over 30% over the 

last 3 years

Australian GWP is 

estimated to be 

10 million (AUD)
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Market Penetration – US
Lots of opportunity for more growth
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Source: Advisernet
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Corporate 

penetration is 

higher but still 

below 30%

SME 

penetration is 

very low – less 

than 5%



Insurance Offerings in 

Australia
still in its infancy …
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• 15+ insurers offering cyber 

• No standard policy wording

• 15-50+ underwriting questions

• Variation in premiums

• Response services provided



Cyber Coverage
Cyber fills some gaps
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* Some policies do not have cyber exclusions

Cover Property
General 

Liability

MGT 

Liability
PI / D&O

IT 

Liability
Crime

Cyber 

Security

1st Party

Incidence Response ?

Information asset loss ?

Regulatory ?

Cyber Extortion Expenses ?

Loss of Income ?

Property Damage ? ?

Third Party

Data Privacy Liability ? ? ?

Media Liability ? ? ? ?

Network Security Liability ?

Legend Not generally covered

Covered

? Uncertain or varied coverage



Cyber Coverage Gaps
Some Gaps Remain
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Policy trigger Human Error
Unencrypted 

data
Intellectual 

Property

Bodily injury 
and property 

damage



Pricing and Underwriting



13

http://www.google.com.au/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjai-mAnbrLAhVkiKYKHTPOCQcQjRwIBw&url=http://www.businessinsider.com/information-overload-is-killing-our-ability-to-make-decisions-2015-7&psig=AFQjCNHEQOszqCY5e2KqOv9fZ0L1r4DkxQ&ust=1457840260321148
http://www.google.com.au/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjai-mAnbrLAhVkiKYKHTPOCQcQjRwIBw&url=http://www.businessinsider.com/information-overload-is-killing-our-ability-to-make-decisions-2015-7&psig=AFQjCNHEQOszqCY5e2KqOv9fZ0L1r4DkxQ&ust=1457840260321148
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Underwriting Questions
3 main sources of risk
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Profile Quality IT

Activities

Prior Incident 
History

Leadership, Culture 
and Governance

Incidence Response / 
Business Continuity Plan

Network 
Security

Data 
Management
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"It's throwing darts at the 
wall to try to establish 
rates."
Costis Toregas, George Washington 

University



Underwriting and Pricing Framework
Traditional approach to a complex problem

Exposure Mitigation Likelihood Severity Cover

17



Industry Frequency and Severity
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Exposure

• Industry

• Size

• # Records

• Geography

• Online 

• Outsourcing
Ponemon Institute 2015 Cost of data 

Breach Study: Australia



Size
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Exposure

• Industry

• Size

• # Records

• Geography

• Online 

• Outsourcing

41%

34%

25%

Small Business

(1 to 250 Employees)

Medium Business 
(251 to 2500 Employees)

Large Enterprises 
(2,500 + Employees)

Source: Internet Security Threat Report 2015



Number of records
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Exposure

• Industry

• Size

• # Records

• Geography

• Online 

• Outsourcing

0

2

4

6

8

10

Less than 10k 10 to 25k 25k to 50k Greater than 50k

$
m

# Compromised Records

Average cost of data breach

Ponemon Institute 2015 Cost of data 

Breach Study: Australia
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Exposure

• Industry

• Size

• # Records

• Geography

• Online 

• Outsourcing



Mitigation
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Mitigation

•Leadership, 
Culture and 
Governance

•Incidence 
Response / 
Business Continuity 
Plan

•Network Security

•Data 
management

Qualitative 
assessment

External 
provider 
‘Security 

vulnerability’ 
score



Cover
Investigations and Lost Business are key
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Legal
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Investigation



Large losses &

Accumulations



Cyber Large Losses & Accumulations

Important but difficult to assess
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Single large 
loss

Power grid outage

GPS System of a major 
airline

Major investment firm is 
hacked

Accumulation

Cloud service provider

Software

Denial-of-Service Attack

Cyber extortion



The Future



The Future
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Mandatory Reporting

Constantly new threats

Take-up

Streamlining

Mainstream coverage


	GIGlimpse16Qiao.pdf
	Slide Number  1
	Behavioural Economics: A New Area of Endeavour for GI Actuaries
	Being human, we make poor irrational choices and sometimes blunder
	Why do we need a new approach?�Companies design processes and invest in solutions for rational people, but fail short.
	We follow others
	Too much information
	Too much information adds friction and complexity
	We take shortcuts
	Shortcuts and Cues
	Framing
	Framing
	Organisations that miss behavioural patterns and continue to invest in rational models will continue to fall short
	Where do actuaries come in?
	
	Randomised Control Trials�How do we know whether it worked?
	Further readings


